
slow, web pages are act-
ing weird, or you’re see-
ing ads showing up in 
places that you normally 
wouldn’t, you probably 
have some kind of new 
malware on your comput-
er. Spyware will track 
everything that you’re 
doing or redirect your 
search and home pages 
to places you don’t want 
to go. Adware will infect 
your browser and even 
Windows, and ransom-
ware will try to lock your 
PC. 

Regardless of what the 
problem is, our first step 
is always to download 
and run a scan 
with Malwarebytes, the 
single best anti-malware 
tool on the planet. It’s not 
an ordinary antivirus 
product, it’s designed to 
solve modern threats. It’s 
the only product on the 
market that can easily 
clean up crapware and 
spyware. 

Download, install, and 
then run Malwarebytes, 
and then start a scan of 
your PC. It’s going to 
walk you through clean-
ing up your system. 

You don’t have to buy a 
license to clean up your 
PC, but if you don’t want 

Whether you saw a mes-
sage saying a virus was 
detected, or your comput-
er just seems slow and 
unreliable, you’ll want to 
scan for malware on your 
PC and remove any you 
find. Here’s how to clean 
your PC of viruses and 
malware. 

While many viruses and 
other types of malware 
are designed simply to 
cause chaos, more and 
more malware is creat-
ed by organized crime to 
steal credit card num-
bers, online banking cre-
dentials, and other sensi-
tive data. The typical old-
school viruses aren’t a 
real problem. The prob-
lem now is ransomware 
and spyware, and that 
requires new tools, and 
new techniques. 

Did Your Antivirus Say 
a Virus Was Detected? 
If you saw a message 
pop up that says a virus 
was detected, that’s a 
good thing. Your antivirus 
noticed a virus and likely 
removed it without 
prompting you. 

This sort of message 
doesn’t mean that you 
ever had a virus running 
on your computer. You 
could have downloaded a 

file that contained a virus 
and your antivirus re-
moved the file before it 
could ever cause a prob-
lem. Or, a malicious file 
on an infected web page 
could have been noticed 
and dealt with before it 
caused any problems. 

In other words, a “virus 
detected” message that 
occurs during normal use 
of your computer doesn’t 
mean the virus actual-
ly did anything. If you see 
a message like this, 
you’re likely visiting an 
infected web page or 
downloading a harmful 
file. Try to avoid doing 
that in the future, but 
don’t worry too much. 

You can also open your 
antivirus program and 
check its quarantine or its 
virus detection logs. This 
will show you more infor-
mation about what virus 
was detected and what 
the antivirus did with it. Of 
course, if you aren’t sure, 
go ahead and run a scan
–it couldn’t hurt. 

How to Scan for Mal-
ware, Spyware, Ran-
somware, Adware, and 
Other Threats 
If your computer is be-
having badly—whether 
it’s running extremely 
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this to happen again, you 
probably should, because 
it will make sure you don’t 
have this problem again. 

How to Scan for Regu-
lar Viruses 
To check your computer 
for malware and remove 
any malware you find, 
you’ll need an antivirus 
program. Windows 10 
and 8 include Windows 
Defender, Microsoft’s 
own antivirus. Windows 7 
doesn’t include any built-
in antivirus, so you’re 
probably going to need 
something else, 
like Avira. 

Windows Defender is 
non-intrusive and fine 
overall, but it’s not the 
only thing you need. Our 
favorite antivirus solu-
tion is a combination of 
Windows Defender 
and Malwarebytes so you 
have complete coverage. 

To scan for regular virus-
es in Windows Defender, 
open it up and start a 
new scan. It’ll go through 
and fully scan your sys-
tem to see if there’s any-
thing it missed. And of 
course, Windows Defend-
er runs in the background 
by default to 

The combination of Win-
dows Defender and Mal-
warebytes should get rid 
of the vast majority of 
malware that you might 
encounter, and if you 
have them both running, 
they should protect you 
going forward as well. 

If Malwarebytes and 
Windows Defender 
Werenôt Able to Get Rid 
of the Malware 
Use Safe Mode for 
Stubborn Malware 
If you have a very stub-
born malware infection, 
you may need to scan for 
malware from outside 
your normal Windows 
system. To do that, you’ll 
need to Boot Windows 
into Safe Mode, which 
will keep it 
from loading normal 
startup applications–
including, hopefully, that 
nasty malware. Run a 
Windows Defender scan 
and then 
a Malwarebytes scan 
from within Safe Mode 
and it may have more 
luck removing malware it 
normally can’t. 

To boot into Safe 
Mode on Windows 8 or 
10, press and hold the 
Shift key while clicking 
the “Restart” option and 
then navigate to Trouble-
shoot > Advanced Op-
tions > Windows Startup 
Settings > Restart > Safe 
Mode. On Windows 7, 
press the F8 key while 
your computer is starting 
and you’ll see a boot op-
tions menu that allows 
you to select “Safe 
Mode”. 

Use a Bootable Antivi-
rus Tool as a Last Re-
sort 
If that doesn’t work, you 
may need to step com-
pletely outside of Win-
dows and use a bootable 
antivirus tool. This type of 

antivirus tool boots into a 
clean environment–
entirely outside Win-
dows–to find and remove 
stubborn malware you 
may not be able to see or 
remove from within Win-
dows itself. 

Windows Defender itself 
can do this with the 
“Windows Defender Of-
fline” feature if you’re us-
ing Windows 10. You can 
check out our guide to 
using Windows Defender 
Offline here. Other antivi-
rus software can do this 
too–look for antivirus 
“boot discs” like the Avira 
Rescue System. You can 
check out our guide to 
using Avira’s Rescue 
System here. 

How to Get a Second 
Opinion From Windows 
Defender 
If you already have an 
antivirus program in-
stalled, but you think you 
may have viruses it isn’t 
detecting, you can get a 
second opinion from an-
other antivirus product. 
Usually, it’s a bad idea to 
run two antivirus pro-
grams in tandem, since 
their real-time scanning 
can conflict with one an-
other. But if you have one 
running real-time scan-
ning all the time, you can 
use a second one you for 
occasional manual scans. 

On Windows 10, Win-
dows Defender is perfect 
for this. Even if you have 
another antivirus program 
installed that’s monitoring 
your system, Windows 
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Defender can occasional-
ly scan on a schedule–or 
manually scan when you 
choose–to see if it can 
find anything your current 
antivirus is miss-
ing. Here’s a guide to 
enabling and using that 
option. 

A variety of other antivi-
rus providers make one-
time scanning tools avail-
able–for example, 
the ESET Online Scan-
ner. These programs will 
download to your com-
puter and do a quick scan 
without a long installation 
process. 

If the 
scanner 
alerts 
you to a 
prob-
lem, 
you’ll 
want to remove the mal-
ware. If you had a virus, 
your current antivirus 
may not be up to the job. 
You may want to uninstall 
it and install another anti-
virus product after the 
process is complete. 

You Should Also Install 
Malwarebytes to Deal 
With Adware and Other 
Junk 
As we mentioned in our 
guide to the best antivirus 
programs, antivirus isn’t 
enough–you should also 
have a more inclusive 
anti-malware program. 
Not all nasty software is 
covered by normal antivi-
rus scanners, which 
mainly search for harmful 

infections. You may 
have “junkware” on your 
system like browser 
toolbars, search engine 
changers, Bitcoin miners, 
and other types of obnox-
ious programs that just 
exist to make their crea-
tor money. Watch out 
when downloading pro-
grams from the web, so 
your PC isn’t filled with 
obnoxious toolbars and 
other junkware. 

But if you have junk-
ware on your system al-
ready, you’ll want to re-
move them. 

Most antivirus programs 

won’t bother touching 
junkware. To deal with 
junkware, we recommend 
getting MalwareBytes 
Anti-Malware. As long as 
you occasionally use it it 
to scan your system, 
you’ll be able to keep 
yourself free of obnoxious 
software that isn’t detect-
ed or removed by your 
average antivirus pro-
gram. And since it in-
cludes anti-exploit protec-
tion, it can keep you safe 
going forward as well. 

How to Wipe Your Com-
puter (and Verify Your 
Backups) 
If nothing can remove the 
viruses properly–or if the 
malware so damaged 

your system that Win-
dows still isn’t working 
properly after remov-
ing the viruses–you can 
go for the “nuclear op-
tion”: reverting your com-
puter to its factory state. 
You’ll keep any personal 
files, but your any in-
stalled programs will be 
removed and your com-
puter’s system settings 
will be reset to their de-
fault state. 

On Windows 8 and 10, 
this is much easier–you 
can just use the “Reset 
This PC” feature to reset 
Windows to its factory 
default settings.. If you’re 

using a 
Windows 7 
PC, your 
manufac-
turer prob-
ably pro-
vides a 
restore 

partition you can ac-
cess by pressing a cer-
tain key during the boot 
process. Consult your 
computer’s manual for 
the exact key you need to 
press for this. 

You can also reinstall 
Windows on your com-
puter by downloading 
Windows installation me-
dia for your computer 
from Microsoft. 

Warning: Just be sure 
you have a backup of any 
important files before wip-
ing your hard drive and 
reinstalling Windows! 
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 “You don’t want to real-
ize you need a backup 
when you actually need a 
backup.” 
 
Q. I don't want to be 
one of those people 
who learns too late that 
they should have 
backed up their home 
computer. I need a 
crash course in how to 
get my Windows 10 ma-
chine backed up regu-
larly -- preferably with-
out requiring buying a 
backup service. 
Thanks! 
 
It happened to me once 
and I swore to never 
again be caught without a 
backup plan. It happened 
to my wife’s computer 
and that added even 
more stress to the situa-
tion because she lost 
some very important per-
sonal work when that sol-
id-state drive failed on 
her PC. 
Since those incidents, I 
started using features in 
Microsoft’s OneDrive 
cloud storage service. 
That allowed me to sync 
our data directories in-
cluding Documents, Pic-
tures, Music, Videos, etc., 
across all our devices. 
While not a true backup, 
the service syncs chang-
es between devices and 
the cloud, OneDrive does 
offer access to a recycle 
bin through the web por-
tal along with file version 
history that would allow 
you to retrieve an inad-
vertently deleted or 
changed file. 
Not everyone who uses 
Windows 10 also choos-

es to use OneDrive, so 
this option is not a viable 
solution for them. Even if 
you do use OneDrive like 
I do, you can use this 
built-in option for Win-
dows 10 as a second lev-
el of protection for your 
important files. 
While there are commer-
cial programs available 
that would let you back 
up an image of your sys-
tem, Windows 10 has 
options for restoring your 
system for a clean start, 
and these options allow 
you to keep your files as 
they are or remove every-
thing for a complete fresh 
installation of Windows 
10. It's your choice. 
That means backing up 
your files, the data you 
create during your work 
and other activities on 
Windows 10, is the criti-
cal need. File History in 
Windows 10 is built just 
for this purpose. 
 
The key thing to remem-
ber as you get ready to 
use File History is 
that the backup storage 
target must be a sepa-
rate storage location 
and not on your main 
system drive. 
If your main drive fails, 
you will not be able to 
restore your file backups, 
basically voiding your 
backup efforts. Instead, 
use a second hard drive 
in your system, a network 
storage device that is 
plugged into your router 
or accessible through 
your local network, or an 
external drive that is 
plugged into your device. 
Any of those options will 

give you great flexibility 
for a backup target. 
(I use a Western Digital 
MyCloud device that is on 
my home network and is 
used for archived data 
storage and my File His-
tory backups.) 
Now that we have cov-
ered the basics – let’s go 
through the process of 
setting up File History 
backups on your device. 
 
Setting Up File History 
Backup 
The settings for backup in 
Windows 10 are located 
at Windows Settings > 
Update & Security > 
Backup and you begin 
by clicking the plus sign 
next to Add a drive. 
This will open a window 
that will show you the 
available drives that can 
be used for File History 
backup. In this instance, I 
had already gone into my 
Western Digital MyCloud 
device and created a 
folder that is publicly ac-
cessible across my net-
work called FileHistory. 
After selecting that folder, 
the configuration was 
completed in the back-
ground. 
 
Once you have added the 
drive target, just select 
the More options link on 
the main Backup settings 
page. 
You can now see your 
selected drive is featured 
at the top of this setting 
page. The overview also 
shows the size of your 
backup and the date/time 
of the last backup. There 
is also a button to manu-
ally initiate a backup. I 
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went ahead and did this 
to get the first backup 
completed. 
 
You can configure how 
often you want the file 
backup process to run in 
a range from every 10 
minutes to once daily. 
Your choice here will im-
pact network activity, so if 
you want to minimize 
that, consider the backup 
frequency in your choice. 
I just use the daily option 
to minimize that concern. 
The second configuration 
choice is the retention 
period of your file history 
backup. Once again, this 
choice is very dependent 
on your target drive size 
and the amount of data 
that will be backed up 
over time. 
 
I opted to just keep the 
backups for three months 
as that is plenty of time 
for me to recover a delet-
ed/changed file in most 
circumstances. 
The next set of choices 
for your file backup is 
which folders will be mon-
itored for changes and 
subsequently have those 
files backed up based on 
your periodicity settings. 
Windows 10 makes some 
fairly logical choices here 
and pre-selects what are 
common sense choices 
such as Documents, Pic-
tures, Videos, etc. How-
ever, you should review 
this list and make sure 
any non-typical folders 
that you might have data 
saved in are also select-
ed for backup. 
 
To remove a folder just 

click on its entry in the list 
and click 
the Remove button. 
 
If you scroll towards the 
bottom of all the directo-
ries there is also an op-
tion to exclude specific 
ones from backing up 
through file history. 
There is also an option 
down here to stop using 
your designated target 
drive for backup. This will 
not impact the file history 
backups that are already 
completed. This comes in 
handy if you choose to 
retain your file backups 
permanently and need to 
replace 
that 
drive 
once it 
fills up 
with 
backup 
data. 
Next, I will show you the 
steps for restoring a file
(s) that have been previ-
ously backed up. To get 
started just click on 
the Restore files from a 
current backup link at 
the bottom of the Backup 
options settings page 
shown in the image 
above. 
 
Restoring Files from 
File History Backup 
Clicking that Restore 
files from a current 
backup link at the bottom 
of the Backup op-
tionssettings page will 
open this dialog. 
Use the arrow keys on 
either side of the large 
green button at the bot-
tom of this dialog to move 
between your various file 

history backups until you 
find the one you need. 
At this point you just drill 
down into the directory 
that contains the file you 
want to restore. 
Once you find the file you 
want to restore, just se-
lect it like you would in 
File Explorer then click 
the green button at the 
bottom of the dialog. 
 
That will result in a pop-
up dialog box to confirm 
you want to replace the 
existing file with this pre-
vious version. This dialog 
will be familiar if you have 
ever worked with files in 

Windows 10 before, 
so you just confirm 
you want to replace 
the existing file and 
the backed-up ver-
sion will be copied 
into the existing 
one’s location for 

you. 
 
That is the ins and outs of 
the entire process. File 
History backup is a set 
and forget feature be-
cause once you have 
everything configured it 
works automatically in the 
background to protect 
your files. These are my 
favorite kinds of things 
because backups should 
be an automatic thing 
and not left to our own 
memory to initiate the 
backup process. 
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through, the more it will 
wear down. Different bat-
teries have different rat-
ings, but you can often 
expect about 500 full 
charge cycles. 
That doesn’t mean you 
should avoid discharging 
the battery. Storing the 
battery at a high charge 
level is bad for it. On the 
other hand, letting the 
battery run down to com-
pletely empty every sin-
gle time you use it is also 
bad. There’s no way to 
just tell your laptop to 
leave the battery at about 
50% full, which might be 
ideal. On top of that, high 
temperatures will also 
wear down the battery 
more quickly. 

teries. When you get to 
100% charge and leave 
your laptop plugged in, 
the charger will stop 
charging the battery. The 
laptop will just run directly 
off the power cable. After 
the battery discharges a 
bit, the charger will kick 
into gear again and top 
the battery off. There’s no 
risk of damaging the bat-
tery by charging it over its 
capacity. 

All Batteries Wear 
Down Over Time 
(For a Few Rea-
sons) 
Your laptop battery will 
always wear down over 
time. The more charge 
cycles you put the battery 

In other words, if you 
were going to leave your 
laptop battery in a closet 
somewhere, it would be 
best to leave it at about 
50% charged capacity 
and make sure the closet 
was reasonably cool. 
That would prolong the 
battery’s life. 

Remove the Battery 
to Avoid Heat, if 
You Can 
Here’s one clear thing: 
Heat is bad. So, if your 
laptop has a removable 
battery, you may want to 
remove the battery from 
the laptop if you plan on 
leaving it plugged in for a 
long time. This will en-
sure the battery isn’t ex-
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Should you leave your 
laptop plugged in and 
charging when you’re not 
on-the-go? What’s best 
for the battery? It’s a 
tough question, and there 
are quite a few contradic-
tory recommendations 
out there. 

You Canôt Over-
charge the Laptopôs 
Battery 
It’s important to under-
stand the basics of how 
the standard lithium ion 
(Li-ion) and Lithium poly-
mer (LiPo) batteries in 
modern devices work. 
There are a lot of battery 
myths out there. 
There’s no way to 
“overcharge” these bat-
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posed to all that unneces-
sary heat. 
This is most important 
when the laptop runs very 
hot—like a powerful gam-
ing laptop running de-
manding PC games, for 
example. If your laptop 
runs fairly cool, you won’t 
see as much benefit from 
this. 
Of course, many modern 
laptops don’t have re-
movable batteries any-
more, so this tip won’t 
apply in those cases. 

But Should I Leave 
It Plugged In or 
Not? 
Ultimately, it’s not clear 
which is worse for a bat-
tery. Leaving the battery 
at 100% capacity will de-
crease its lifespan, but 
running it through repeat-
ed discharge and re-
charge cycles will also 
decrease its lifespan. Ba-
sically, whatever you do, 
your battery will wear 
down and lose capacity. 
That’s just how batteries 
work. The real question is 
what makes it die more 
slowly. 
Laptop manufacturers are 
all over the place on this. 
Apple used to advise 
against leaving Mac-
Books plugged in all the 
time, but their battery ad-
vice page no longer has 
this piece of advice on it. 
Some PC manufacturers 
say leaving a laptop 
plugged in all the time is 
fine, while others recom-
mend against it with no 
apparent reason. 
Apple used to advise 
charging and discharging 
the laptop’s battery at 
least once per month, but 

no longer does so. If 
you’re concerned about 
leaving your laptop 
plugged in all the time 
(even if it’s a PC laptop), 
you might want to put it 
through a charge cycle 
once per month just to be 
safe. Apple used to rec-
ommend this to “keep the 
battery juices flowing”. 
But whether this will help 
depends on the device 
and its battery technolo-
gy, so there’s really no 
one-size-fits-all answer. 

Occasional Dis-
charge and Re-
charges Can Help 
ñCalibrateò the Bat-
tery 

Putting your laptop 
through an occasional full 
charge cycle can help 
calibrate the battery on 
many laptops. This en-
sures the laptop knows 
exactly how much charge 
it has left and can show 
you an accurate estimate. 
In other words, if your 
battery isn’t calibrated 
properly, Windows may 
think you have 20% bat-
tery left when it’s really 
0%, and your laptop will 
shut down without giving 
you much warning. 
By allowing the laptop’s 

battery to (almost) fully 
discharge and then re-
charge, the battery cir-
cuitry can learn how 
much power it has left. 
This isn’t necessary on all 
devices. In fact, Apple 
explicitly says it’s no 
longer necessary for 
modern MacBooks with 
built-in batteries. 
This calibration process 
won’t improve the bat-
tery’s lifespan or make it 
hold more energy—it will 
only ensure the computer 
is giving you an accurate 
estimation. But this is one 
reason you wouldn’t to 
leave your laptop plugged 
in all the time. When you 
unplug it and use it on 

battery 
power, it 
might show 
you incor-
rect battery 
life esti-
mates and 
die before 
you expect 
it to. 
Your lap-
top’s bat-
tery isn’t 
going to 

last forever, and it will 
gradually have less ca-
pacity over time no mat-
ter what you do. All you 
can do is hope your lap-
top’s battery lasts until 
you can replace your lap-
top with a new one. 
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5 .Sing along at The 
Opera. 

 
6. When 
the 
money 
comes 
out of 
the 
ATM, 
scream 
'I Won! I 
Won!' 

 
7. When leaving the 
Zoo, start running to-
wards the car park, 
yelling, 
'Run For Your Lives! 
They're Loose!' 
 

1. At lunch time, sit in 
your parked car with 
sunglasses on, point a 
hair dryer at passing 
cars and watch them 
slow down 
 
2. On all your check 
stubs, write, "For Sexu-
al Favors" 
 
3. Skip down the street 
rather than walk, and 
see how many looks 
you get. 
 
4. With a serious face, 
order a Diet Water 
whenever you go out to 
eat. 

8. Tell your children 
over dinner, 'Due to the 
economy, we are going 
to have to let one of 
you go....' 
 
9 Pick up a box of con-
doms at the pharmacy, 
go to the counter and 
ask where the fitting 
room is. 
 
10. *My Favorite.*.. 
*Go to a large Depart-
ment store's fitting 
room, drop your draw-
ers to your ankles and 
yell out, "There's no 
paper in here!"*  

WAYS SENIORS CAN FILL THEIR DAYS: 
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